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EN1: “This clause needs to be revisited when CT1 has finalized the work on the NAS messages defined for Control Plane Optimization for 5GS CIoT.”
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According to TS 24.501 v16.3.0 clause 8.2.30, CT1 has already encoded the control plane service request message, security related IE includes ngKSI, containers which needs to be ciphered. 

Current text has already described security handling for the containers, the contribution proposes to add security handling for ngKSI.
In addition, according to CT1, the ciphering part is the length of container contents, not the container, so, the contribution proposes to make a clarification.

	qu
	

	Summary of change:
	  Delete two Editor’s Notes.
  Add security handling for ngKSI
  Clarification for LENGTH to align with CT1

	
	

	Consequences if not approved:
	Not complete for security procedures for small data transfer in control plane CIoT 5GS optimisation.

	
	

	Clauses affected:
	 6.x.1.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


********** START OF 1st CHANGE **********

6.x.1.1
Security procedures for Small Data Transfer in Control Plane CIoT 5GS Optimisation

The Control Plane Optimisation for 5GS CIoT is used to exchange small user data or SMS as payload of a NAS message in both uplink and downlink directions. The UE and the AMF perform integrity protection and ciphering for the small user data or SMS using NAS security context specific to the NAS connection. 

If UE uses Control Plane optimisation for 5GS CIoT for Mobile Originated data transport, the UE sends a Control Plane Service Request message including a container for small user data or SMS transport. The Control Plane Service Request message shall be partially ciphered (i.e. the container including uplink user data or SMS is ciphered, and non-cleartext remains unciphered) and integrity protected by the current 5G NAS security context specific to the NAS connection if such exists as depicted in TS 24.501 [35]. Upon reception of the Control Plane Service Request message with the ciphered container for small user data or SMS transport, the AMF shall verify integrity of the whole Control Plane Service Request message and decipher the ciphered container to obtain the small user data or SMS. When applying NAS ciphering/deciphering mechanism for the container, the LENGTH value shall be set to the length of the container contents.

If UE uses Control Plane optimisation for 5GS CIoT for Mobile Terminated data transport, the UE obtains small user data or SMS in DL NAS transport message from the AMF. The DL NAS transport message shall be ciphered and integrity protected with the current 5G NAS security context specific to the NAS connection. Upon receiption of the DL NAS transport message for small user data or SMS transport, the UE shall verify integrity and decipher the DL NAS transport message to obtain the small user data or SMS.



********** END OF 1st CHANGE **********

